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Overview  
 
Starting February 2018, the Office 365 Project Team will begin a series of contained pilot programs to test the 
usability of various applications. This includes OneDrive, SharePoint Online, Microsoft Teams and Planner, which 
are tentatively scheduled for UHN-wide release in Spring 2018.  
 
This Toolkit has been prepared for OneDrive Pilot Participants. It aims to provide participants with an 
introduction to the OneDrive for Business application, privacy considerations and best practices.  
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For additional support, please contact the Office 365 Project Team at office365@uhn.ca.  

 

A. OneDrive Pilot Overview  
 

1. Who is eligible for OneDrive?  
 

At this time, OneDrive will be made available only to select UHN staff who have been invited to participate 
in the O365 Pilot Program. 

 
2. Why should I use OneDrive? 
 
OneDrive offers cloud-based storage and file sharing services, integrated with your O365 account. This 
means you can easily access to your files, from any device, at any time without VPN. You can store up to 1TB 
of data in your OneDrive library and share these files with any colleagues internal or external to UHN. These 
files can be edited easily with Office Online, with automatic versioning, backup and co-editing abilities.  
 
3. What’s the difference between SharePoint Online Team Site and OneDrive? 
 
OneDrive for Business is a place where you can store files from your computer into the cloud, and access 
them from any device. These files are generally personal work documents that you may not need to share 
with others, or are still in draft format. 
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A SharePoint Online Team site is a place that users can collaborate on files, documents, and ideas. It is set up 
to facilitate two way communication between team members. SharePoint offers a full range of document 
libraries, task lists, calendars, workflows, wikis, and other features to help a team communicate and 
collaborate. 
 

B. Technical Questions 

1. How much space do I get on my OneDrive? 

You will have access to 1 TB of storage. 

2. Is there a size limit on the files that can be uploaded? 

Yes, individual files are limited to 10 GB each. 

3. What characters cannot be used in OneDrive file names? 

Files and Folders to be synced with OneDrive cannot contain the following special characters in their names: 
* : ? / |  

4. Are the files I save to OneDrive accessible from anywhere? 

Yes, files are accessible from any browser on a UHN-managed or personal computer. You can go to 
https://universityhealthnetwork-my.sharepoint.com and log in using your UHN credentials.  

5. Can I sync my OneDrive files to any computer?  

OneDrive files can only be synced to a UHN-managed computer using the OneDrive sync application. The 
sync application enables the ability to access OneDrive files from your document library. The files are then 
available when not connected to the Internet.  

However, if your computer or laptop is not managed by UHN Digital or RIS, the sync application cannot be 
installed onto your computer. The syncing capability can only be synced to a computer with the necessary 
encryption settings approved by UHN’s Privacy and Security Offices – a requirement by the Information and 
Privacy Commissioner of Ontario. 

6. I would like to transfer a file share, directory or many large folders to my OneDrive. How can I best 
accomplish this?  

To ensure successful migration of all your files and folders to OneDrive, please plan to transfer your content 
in smaller sections rather than transferring large quantities of data in one move.  

Since launching the OneDrive pilot, there have been mixed reports related to issues when migrating large 
amounts of files and data in a single move. Initial investigation has revealed that this may be caused by poor 
network connectivity or latency.  

Our team is continuing to investigate these reports. If you are experiencing any challenges, please contact 
the O365 Project Team for additional support.  

https://universityhealthnetwork-my.sharepoint.com/
https://onedrive.live.com/about/en-us/download/
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7. Does OneDrive keep a revision history of my files and how do I access these past versions? 

OneDrive maintains a history of past versions of files in your OneDrive library. If you wish to retrieve these 
past versions, right click a file in your OneDrive and select Version history.   

This way, if you make an accidental edits or if you simply change your mind on a revision, your data is 
protected and can be easily recovered within seconds! 

8. I also have another O365 account from another organization (e.g. I have a University of Toronto 
account). Can I log into both accounts at the same time from the same browser? 

Multiple O365 accounts cannot be signed in from the same browser, at the same time. Once you have 
signed into your UHN account, if you are looking to access another account on the O365 browser, please be 
sure to log out of your UHN account first. 

C. Usage & Privacy Considerations 
 

1. Is my data secure on OneDrive for Business? 
 

Yes. Microsoft's data storage facilities comply with our digital security standards, and UHN's contract with 
Microsoft respects Canada's privacy laws and healthcare standards. 

 
2. Can Microsoft, or anyone else, see all my files? 

Data stored in your OneDrive library is private. Only you and very specific administrators at UHN Digital can 

access your data. UHN’s Privacy Office has reviewed the Office 365 contract agreements and feels 

comfortable that data stored by Microsoft is secure and private.  

3. Can I share my file with anyone external to UHN?  
 

Yes, you can! However, you must ensure your usage of OneDrive is compliant with UHN’s existing Privacy 
Policies. Therefore confidential/sensitive information, or patient health information (PHI) must not be 
shared with any unauthorized individuals.  
 
If you share a file with an external partner who already uses an Office 365 platform, they simply need to 
verify their identity by entering a verification code sent to their email address.  
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4. Are my files encrypted in my OneDrive library? 

The data stored within Microsoft's Data Centres are encrypted and physically secured to prevent loss or 
unauthorized access of data. Files that are transmitted using the OneDrive service over Internet are also 
encrypted.  

 
5. Where can I learn more about OneDrive terms of use at UHN? 

 
Please refer to the OneDrive Best Practices & Guidelines available in your toolkit. If you have any additional 
questions or require technical support, feel free to contact the Office 365 Project Team at 
office365@uhn.ca.  
 

 

D. Best Practices for OneDrive for Business: 
 

OneDrive for Business should be used in a manner that ensures your privacy and the protection of your UHN 

work files. Note that these guidelines may be updated prior to the UHN-wide rollout of OneDrive.  

As you use OneDrive, please be mindful of the below best practices: 

 Do not store files in OneDrive that contain login and password credentials.  

 Ensure all devices connected to your OneDrive meet UHN Privacy and Security compliance 
requirements.  

 Only share files with individuals or teams that are authorized to access the files. 

 Use OneDrive for Business for personal and ad hoc file storage.  

 Comply with UHN policies when using O365 on or off UHN premises.  

 Avoid syncing too many files to your UHN-managed computer with the OneDrive desktop application. 
Syncing select files will conserve disk space and optimize your computer’s performance.  

 For data protection, avoid accessing the O365 Dashboard from a publicly shared device (e.g. hotel or 
library computer) or public Wi-Fi network (e.g. Starbucks, mall, hotel Wi-Fi).  

 Never leave a device remotely connected to any O365 applications/tools or unattended in a public 
place, or in any private area in which unauthorized individuals could access the device.  

 

For more information 

For any questions or comments regarding O365 Best Practices and the O365 suite of applications, please feel 

free to contact the Project Team at office365@uhn.ca. 

 

Other O365 Best Practices & Guidelines can be found on the O365 Information Site 

mailto:office365@uhn.ca
mailto:office365@uhn.ca
http://www.office365uhn.ca/

