Two-Step Verification for myUHN mgUHN

PATIENT PORTAL

Patient Tip Sheet
- ————

Two-step verification makes your myUHN Patient Portal (myUHN) account more secure.

As part of two-step verification, you will be asked to verify contact information, such as
your email address or mobile phone number the next time you log in. This will be the
contact method that receives verification codes to confirm your identity when you log in to
your myUHN account.

Follow these steps to log in to myUHN Patient Portal using two-step verification, or you can
watch this video tutorial.

Log in

2. You will be prompted to set up two-step verification when this screen appears. Click
Set up two-step verification.

myUHN

Set Up Two-Step Verification

Two-step verification allows us to keep your account secure even if somebody knows your password. After turning on this security feature, when you log in
from a new device we will ask you for an additional verification code. This will help make sure only you have access to your account.

| Set up two-step verification |
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https://www.youtube.com/watch?v=UxigqwDIR8g
http://www.myuhn.ca/
www.myUHN.ca

3. Before you verify your identity, you will have a chance to update your contact
information. Make sure you are using an email address and mobile phone number
that you have access to, so you can receive the email or text message with the
verification code. Note: Only Canadian mobile phone numbers can receive codes.

After you confirm your contact information, click Continue.

myUHN

Verify your identity

*Indicates a required field.

Two-step verification uses the contact information we have on file to verify your identity. Before we begin, please make sure the information below is up to
date,

patient.name@email.com
Your mobile phone
123-456-7890
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Note: Any time you change your contact information from your myUHN account, you will
be asked to verify the new mobile phone number or email address. Do not skip this
step, or you will not receive verification codes.

4. Next, select how you want to receive the verification code.

myUHN

Verify your identity

Itis our goal to make sure your health information is safe and secure. You will now be required to enter a one-time use security code to verify your identity.

Learn more
How would you like to receive the code?
@ Texttomy phone
| B3 Send to my email |
| Back
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5. You will see a prompt to type in the 6 digit code sent to the contact you selected. A
Trust this device check box will automatically be selected. If you are using a
personal device, you can leave this selected, and the system will remember this

email/phone for 365 days.

Note: Uncheck the ‘Trust this device’ box if you are you using a shared device, like

a library computer.

mgUHN

Verify your identity

to Patient.name@email.com

s to this email or cell phone, contact myUHN Support at 416 340 3777

Enter your 6 digit code below to continue,

¥4 Trust this device -

r myuhn@uhin.ca for

he

6. myUHN will send a 6 digit verification code in the next few minutes to the contact

you selected. The following message will be sent.
Email:

M

myUHN Verification Code

myUHN

Hello Patient!

When prompted, enter the code below to finish authenticating
with myUHN

478050

Your code will expire after 20 minutes

This code helps keop your
request this cods from myUHN?

sale. Never share il with anyone. Didnl

Text message:

To log in to myUHN, enter this
code: 929789. Expires at 3:36
PM EDT. This code helps keep
your account safe. Never share it
with anyone.



7. Check your email or text message to get your code. Return to the myUHN Verify
your identity page, enter the 6 digit code, then click Verify. If you selected email

and do not receive the code, check your spam or junk folder. If needed, click Resend
code.

myUHN

If you see a mistake in your

contact information, click

the Back button to make a
correction.

A 416 340 3777 or myuhn@uhin,ca for help

Verify your identity

Enter your 6 digit code below to continue.

. 480702

¥4 Trust this device

=

Didn't receive the code?

8. You have 20 minutes to enter the code. You will then be logged into your myUHN
account - two-step verification is now active!

Note: You must complete two-step verification for each contact type, email and mobile
phone. If you log in to your myUHN account from a new device or on a new browser, you
will have to complete two-step verification again.

9. If you need more help, contact myUHN Support at 416-340-3777 or
myuhn@uhn.ca. The myUHN Support office is open Monday — Friday, 9 am to 5 pm.

To learn more, you can watch the following videos:

How to Log-in to myUHN Patient Portal Using Two-Step Verification
What is Two-Step Verification?

What is a Verification Code?

How to Use Browser Tabs on a Cellphone or Tablet

How to Switch Between Apps on a Cellphone or Tablet
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